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Abstract : 

With the democratization of commercial software during the eighties, software piracy came along. While the main software publishers suffer from piracy, the small, independent software developers, are the true victim of that kind of theft. This article will base its economic analysis on the experience of some European shareware authors. We will first introduce the reader to the methods of economic loss assessment and will then explain the different strategies used by European developers to dissuade software pirates.
Introduction

Since the appearance of Napster and peer to peer networks, piracy of digital work is subject to an intense debate. While we always hear about economic loss for the music and movie industries, we forget that the software sector lives with that calamity since its beginning and that it has accumulated a rich experience in fighting software piracy.
As any form of theft, software piracy has much more effect on the economic viability of small structures than on large software publishers. When Oracle, SAP or Microsoft considers un-realized sales, small independent software publishers can simply go bankrupt.

Furthermore, piracy is more or less important and takes a different shape according to the country, the users base and the software type. In that sense Europe is a particularly interesting case study since the reasons and the dimension of piracy can be absolutely different from one country to another. The piracy rates can vary by quadruple as much between North Europe countries (Germany included) and South Europe countries (France included), and by tenfold as much between Western and Eastern Europe countries
.
In that Europe where profitable markets coasts along with markets where the piracy rate can reach 90 percent of the installed software base, European shareware authors are the first to be concerned and the most active in the search of solutions against illegal software copies. This is not an accident : most of the time a shareware editor
 either is an independent author either a young SME and as a consequence each missed sale can endanger the company (parler de la théorie comme quoi si le marché intérieur est fort alors les acteurs économiques sont forts car c’est du marché intérieur que l’on se lance pour conquérir d’autres marchés).
For these reasons, we will study in a first part the different methods available for the economist to assess the economic loss due to that kind of theft. We will then study in a second part the different strategies and tools embraced by European shareware authors to stem piracy on their market.

I. Economic loss assessment

1.1 / The Business Software Alliance model
The Business Software Alliance use a very simple but also very perfectible model 
If T = the total number of software
If A = the number or legally purchased software
If B = the number or pirated software
If L = the established economic loss
If R = the unit price of the software
B = T – A

L = B * R

We can raise two things as an objection to that model :

1. the number of pirated copies (B) cannot reflect the missed sales since there is no proof that the pirated software users would have legally bought the software if it was impossible to pirate.

2. we cannot presume that the economic loss of a pirated copy equals the legal software unit price.

1.2 / How to assess the economic value of software
- if the user buys the software :
Ux = α + γAnB − τx − p

- if the user downloads a pirated copy :

Ux = β + γBnA − τ (1 − x)
- economic loss :


[image: image1.wmf]t

t

b

a

4

+

-

=

L


1.3 / Economic logic of piracy
C = 
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C = total piracy cost

c = cost of cracking the software
n = number of distributed copies

d = distribution cost

With the advent of internet there is no marginal cost anymore for pirates. Only a fixed cost remains (web hosting, computer hardware…). 

To decrease the piracy rate we need to affect these parameters.  Consequently we have to increase the cost of cracking the protection and to decrease the number of pirated copies the pirate will be able to distribute.
We will see in the next part how European shareware authors have taken advantage of the European market specificities to make software piracy more costly.

II. European experience

2.1/ Absolute fight against piracy
2.1.1 / To tag each registered software exemplar
That kind of protection is the most traditional. It consists to “tag” the software with the user’s name. That is to say that each time someone buys a software, the author sends back a complete version to the customer with the customer’s name included somewhere in the program code. There are two possible variants : either the software owner’s name is displayed in the software interface (mostly in the application information dialog), either the owner’s name is in the software code but is not displayed in the interface.

That way, if the software owner put at free disposal his copy on a network :

· With the first method, anyone can know the identity of the person who is at the origin of the software piracy (because his name is clearly displayed in the application interface). Main advantage with this method : anybody can quickly get in touch with the software author to tell him that his software has been pirated by Mr So-and-so. Main problem with this method : the pirate is aware that his name is indicated in the software and will try to modify the program code to make that information disappear. 

- with the second method, nobody can know the identity of the person who is at the origin of the software piracy. The pirate also does not suspect that this information is in the program code. Main advantage with this method : the pirate will not try to modify the program code to make that information disappear. Therefore we are sure that the name indicated in the software copy that is distributed on the pirates’ networks is the right name of the person who is at the origin of the software piracy. Problem with this method : only the software author can monitor the pirate, neither the legal authorities, neither other persons can directly help the author to show up the pirate.
Despite the relative heaviness of that protection method (you have to tag each sold copy of the software), that one is still popular among many European shareware authors. That method easily dissuades “weekend pirates” who represent the majority of pirates in Western Europe countries.
· Effect on c (cost increase)

· No effect on n (as many distributed copies)

· No effect on d (null distribution cost)

2.1.2 / Multi-layers protection
That system is a little bit more elaborated than the previous one. It mainly relies on the “weekend pirate” naivety. In fact, most shareware can be used in a non-limited version during a trial period of 30 days. When that period is elapsed the software can only be used with a limited set of features or does not work anymore. The pirate is therefore encouraged to modify the operating system date to cheat the application and to make it believe that is 30 days period is not elapsed.
a/ The first layer
That layer to make the “weekend pirate” believe that he has managed to achieve his aims, to cheat the protection, either by manipulating the base registry or either by modifying the operating system date. The software reacts as expected the pirate and makes him believe that the evaluation period is not elapsed and that he can still use the full version of the application. 
The pirate is proud of him and starts to distribute the “cracked” copy on forums and peer to peer networks.

In fact the program, either displays a fake remaining days meter, either displays a “user’s name registered” that has no effect on the real days meter. The evaluation period will be anyway elapsed the right day. 

The advantage of this method is that it allows to make it harder to find a really cracked software copy on pirates’ networks. Many fake cracked copies will be distributed and that will make it harder a working cracked copy.

b/ The second layer
In general, the pirates who know how to write keys generators do that as an assembly line work. They rely on existing registration keys to code their keys generator. The goal here is to add characters in the identifier that will not be displayed once the software is registered :

· unprotected : login = « john doe » license = « john doe » in the software interface
· protected : login = « abcd-john doe » license = « john doe » in the software interface
Beware : it is dangerous to create a too complex keys generation algorithm. In that case the pirate will test the keys he has generated and will see that it does not work. Therefore, he will:
· either give up and as a consequence a more experienced pirate will take over the job to crack the protection system ;
· either he will study in depth the protection mechanism.

In both cases a real keys generators will be distributed on networks, a generator that will be able to produce valid keys.

=> in that case, we mainly have an effect on « t » (increase of the time to find a really cracked version)
2.1.3 / Online registration
A booming method, that relies on the decrease of the web hosting cost.
The procedure is really easy :

· the author sends a key to the user ;
· when he has registered his copy, the user connects his computer to the internet and the application gets in touch with the internet server of the application author. That server sends back to the application an authorization and a specific key that will be stored in a hidden file. That file is checked each time the software is launched
· we have an effect on « c » (increase of the piracy cost since the pirate will have to crack all the software code to make it work).

The advantage is that the protection system is on the software author’s server; therefore it cannot be directly studied by the pirate.

2.1.4 / Remind the user of his responsibilities
Some shareware authors, considering that countering piracy takes too much time, choose to remind the user of his responsibilities by warning him, after a certain period, that he uses  pirated software.

In that case the author monitors the serial numbers that are distributed on the internet (which is easy to do) and takes them into account in this software.
If a user enters a pirated serial number in his software copy, then the software will desactivate itself automatically after a given period and will propose to the user to regularize his situation by buying the software.

That kind of protection allows to lower the pirate’s credibility because people will see that he did not manage to crack the software and will not be confident in his work anymore.

2.1.5 / Take advantage of the European market specificities
The European market is really particular since even if the currency is the same for most countries and if common market regulations exist, there is an important levy to discriminate between the customers : the language.
It is precisely with the language that most European shareware authors fight software piracy today.

Here is the principle :

- translate your software in some different languages and use different keys for each language (for example a key of a German version of the software cannot be used for a French version).

- use different prices for the same software according to the users’ language. For example in the so-called “rich” Europe countries (Germany, France, Benelux…) you use a standard price, while for countries with a strong economic growth (Poland, Czech Republic…) you can use reduced prices. You make sure that the users from rich countries are not able to buy software with a reduced price.
Advantages :

- when a version is pirated the other versions are not affected. The pirates have their cost of cracking the software protection multiplied by the number of languages supported by the software.

=> c increase.

- the users that are looking for keys on the internet must find exactly a valid key for their version. That additional search cost can dissuade “weekend pirates”.

- the pirates first takes aim at the English version and at the versions where the piracy rate is traditionally high (Russian version, Chinese version...). There will be much less chance to see keys on the internet for the most profitable versions (German versions, Scandinavian versions…) since the number of pirates skilled to break a protection system is way less important in these countries than in countries with high piracy rates (Eastern Europe, Russia...).

The number of illegal copies distributed, the n parameter, is therefore decreasing because the “piracy market” is divided in as many markets as languages for your software.

=> n is decreasing.

- the pirates who will study the German version protection system will be probably German citizens. As a consequence it will be easier to make their piracy work more difficult (cease and desist letter to their web hosting company, juridical procedure in Germany…). 

=> d can increase if the web hosting company takes its responsibility and cancel the service for the pirate.
2.2/ Piracy can be useful, but in small doses
2.2.1 / Fight against piracy and democratization of a file format : a dilemma
If the absolute fight against piracy is a legitimate strategy for many software publishers, this strategy can enter in conflict with the business model of other publishers. Actually for some publishers the democratization of their file format or their protocol is the key to the success of their software.
The pirates are not considered by these publishers as usual thefts but more as marketing agents, people encouraging the use of their software.

This double game with pirates is particularly noticeable on markets where the fact to have a standard is primordial to establish the user’s confidence. It is notably the case for video, music, archive file formats.

Actually these files types have an role in network effects
. The most popular format is, as a consequence, the one for which there is more digital work freely available. Now the persons who put “at disposal” those free files are the pirates. Therefore the pirates have an important role as they encourage the use of such or such file format. 
If most pirated movies are available in such video file format, then users are encouraged to embrace the software that is able to read that kind of video file.
The European software publishers we have interviewed have indicated us that they actually use some pirates teams as marketing tools. The difference here with the absolute fight against software piracy lies in the fact that the pirates teams are sometimes “created at need” by some software publishers. Why would you support the creation of a pirates team that will use for free your software ?
1. you closely control the machinations of pirates. If they do something wrong it is very easy to denounce them to authorities ;
2. by allowing “weekend pirates” to pirate your software, you avoid the situation where skilled pirates consider seriously your software and really crack your software protection mechanism ;
3. those pirates will use your software to distribute movies, songs, or software archives in your software file format. Therefore they contribute actively to the success of your file format.
=> Warning : you have to keep control of your file format. If ever a competitor manage to develop a software that is able to read your file format your strategy falls through.

=> the protection system must be boring for the user who could buy your software but not too boring for the “marketing agent” that is the pirate because otherwise the pirate could use another software.

2.3 / Machiavellianism : there is no better resource than a pirate
2.3.1 / The Kazaa case
With the boom of peer to peer networks a new kind of software publishers appeared. The business of such software publishers is based on the pirates’ activity.
Kazaa is the most symbolic example. That software has been created by young Dutch people (they also recently created Skype, a very popular software) and allows users to exchange very easily and quickly any type of data via the internet. The advantage of that kind of software for pirates is that it allows to find quickly any pirated application and to get it in a near anonymous way. Actually a near anonymous way because if it is difficult for legal authorities to track the identity and actions of Kazaa users, that is not at all difficult for the developers of that software. In fact it is the raison d’être of their company.

Kazaa is based on the naivety of “weekend pirates” who represent the majority of peer to peer networks users. The Kazaa model is the following one :

· to develop an efficient peer to peer technology (providing search functions and high downloading rates) ;
· to encourage its adoption by providing it as a free download ; 

· to give the program an easy to use and understand interface so that users will not have to study in depth how it works and to see which computer ports are used by the software.

That way, when the user installs Kazaa on his computer, he does not only install a software to exchange files on a peer to peer network. The same software also installs, without telling anything to the user:

· a software that will display advertisings ; 
· a spy software that will gather all the user’s data that are available on the hard drive and will send back these information to Kazaa authors ;
· a spy software that analyses how you use your computer (which applications you use, which websites you visit, etc) and sends back these information to Kazaa authors ;

· a spy software that memorizes the information the user types on his keyboard when he enters information in a website form (personal data, credit card number…);

· software that will redirect you to online poker or online casino websites;

· a grid calculation software that will allow the Kazaa authors to sell the free computing cycles of your computer to companies in need of computing power.

Kazaa takes advantage of the democratization of peer to peer networks. By providing to anyone a powerful tool to search pirated software, Kazaa became very popular among users. 
The Machiavellianism of that company is due to the fact that the authors store the full history of downloads made by the user. Now Kazaa only starts to gather the data on the user’s hard drive when the user download his first pirated software.

The means of pressure of Kazaa towards his users who discover that Kazaa is gathering their private data and want to sue the company are really easy to understand : the software only has an illegal behavior when the user himself adopts an illegal behavior (by downloading pirated files). If the user complains then Kazaa tells the rights holders what illegal things the user did.
Furthermore it is impossible to uninstall Kazaa as any other software. The Windows uninstall feature is useless for that software. Only a skilled computer user can be able to completely uninstall that software. That way most users will keep that software on their hard drive, even if they do not use it anymore. But Kazaa is still active and still continue to gather data if it remains on the user’s hard drive
Kazaa has been sold in 2002 to Sharman Networks (a company based in the Vanuatu islands). That company achieved in 2003 a 175 millions dollars turnover. There are currently more than 3 millions active Kazaa users.
2.3.2 / The ransom
During may 2005 a new kind of active use of pirates appeared with the PGPCoder software. In that case experienced pirates are taking advantage of the naivety of pirated software users. 

The PGPCoder author put as a free download a popular software in a cracked version. Quickly, many “weekend pirates” rise to the bait and download that pirated software. 

They are not disappointed because the software works well and seems to be really cracked. On the other side they do not know that the person who has given them that pirated software  has also added a specific program that will take in hostage their data.

In fact, during the installation of the pirated program another program is installed in the mean time. The role of that program is to find all your personal files, to compress them, and to encode them in an archive with a decoding key that only the pirate knows.

That way, when the program automatically started without asking you anything, all your data are now in a unique file that you cannot open because you need a specific key.

When you try to open that archive, the program tells you to get in touch with the pirate and to send him a given sum of money to be able to use again your files.

That ransom method is based on the main weakness of piracy : it is impossible to be sure that the pirate who has cracked the software (or the one who distributes the registration key) has only wanted to crack a software or has also wanted to take advantage of the naivety of individuals who will download the pirated software.

Besides, it is probable that this ransom method will be embraced by some unscrupulous software publishers who will see here a way to “punish” individuals who use a pirated version of their software. If the software detects that the user uses a pirated version, then it will encode all the user’s personal data. The only solution for the user to get access to his data will be to buy his software.
� Voir statistiques BSA


� Voir le dossier sur le shareware européen d’Europe Shareware
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